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Privacy Policy
At the Osaka City Shinkin Bank, the trust of our customers is our first 
priority. Therefore, we manage our customers’ personal information 
with the most rigorous care and a strict commitment to privacy. 

We take every precaution to ensure that the personal information 
we maintain is kept accurate and held in the strictest confidence.
1. Personal information
“Personal information” in this privacy policy refers to any information 
relating to a living person, that can be used to identify a specific 
individual, such as name, address, date of birth or telephone number 
(including information that can be easily correlated with other 
information to identify a specific individual) or information containing 
individual identification codes.
An individual identification code is one of the following, individually 
designated by cabinet orders, etc.:
(1) Data for which a bodily partial feature has been converted to 

enable processing by computers
[Examples] Data for face, vein, voiceprint, or fingerprint 
authentication, etc.

(2) An official number assigned to a user by a national or local 
government, or other similar body
[Examples] Driver’s license number, passport number, Individual 
Number (My Number), etc.

2. Compliance
The Bank strictly complies with the Act on the Protection of Personal 
Information (Act No. 57 of May 30, 2003), the Act on the Use of 
Numbers to Identify a Specific Individual in the Administrative 
Procedure (Act No. 27 of May 31, 2013), Guidelines for the Protection 
of Personal Information in the Financial Sector and other related laws 
and regulations pertaining to the protection of personal information. 
The Bank is also committed to the constant improvement of its 
privacy policy, to better protect its customers’ personal information.
3. Privacy policy
The Bank shall handle customers’ personal information in accordance 
with the following guidelines. 
(1) Customers’ personal information shall only be used for the 

purposes stated in (3) of 4. below, and shall never be used for any 

other purpose. Individual Numbers (My Number) shall only be 
used within the scope established by laws and regulations. The 
Bank shall specifically set forth the purpose of use so it is clear to 
the customer and strive to limit the purpose of use according to 
the situation in which the information was obtained.

(2) Unless required by law, customers’ personal information shall not 
be divulged to any third party without the express prior 
permission of the customer.

(3) The Bank shall take appropriate measures to ensure that its 
customers’ personal information is accurate and up-to-date at all 
times, and shall take appropriate security measures to prevent loss, 
destruction, tampering, leaking and illegal access.

(4) The Bank shall establish appropriate internal control systems for 
the safe management of personal information, and conduct 
necessary and appropriate monitoring of its personnel. 

(5) The Bank contracts handling of personal data to other parties. In 
the event that management of personal information is entrusted 
to an outside contractor, the Bank shall conduct appropriate 
monitoring of the contractor to ensure that customers’ 
information is safely managed.

(6) The Bank shall respond in good faith to customers’ complaints and 
disclosure requests.

4. Collection and use of personal information
To ensure the smooth and appropriate execution of transactions 
with customers, the Bank collects personal information in an 
appropriate manner in order to verify an individual’s identity in the 
course of a transaction, to sell financial products and to accept 
orders for various services, and to conduct credit checks and 
perform appropriate management after credit checks are 
completed. Prior to collecting such personal data, the Bank shall 
clearly explain to the customer the purpose for which the 
customer’s personal information is to be used. Personal information 
is never collected through deceit or other illegitimate means. 
(1) Main personal information collected

(a) The main personal information the Bank shall collect from 
customers consists of name, address, date of birth, sex, 
telephone number (including work telephone number) and 
place of work (or occupation).

(b) When customers apply for or request financial services, the 
Bank may request other information in addition to that 
listed in (a) above. Such information may include number of 
dependents if any, family composition, assets, annual income, 
number of years of service at present employer (or number 
of years in current business), status of outstanding loans at 
other financial institutions and the debtor’s relationship with 
the guarantor.

(c) When customers order mutual funds or other financial 
products, the Bank may collect other information in addition 
to the above, including investment knowledge and 
experience, assets and annual income.

(2) Method of collection of information
Customers’ personal information shall be collected by the 
following methods.
(a) The customer may be requested to supply the information 

on the various application forms and agreement forms 
required for services such as opening of new savings 
accounts.

(b) The customer may be asked to supply information verbally 
or in writing, to a Bank teller or liaison clerk.

(c) The customer may be asked to enter the information on 
the Bank’s website, when requesting a product, service, 
information or advice.

(d) The customer may be asked to supply information from 
third parties, such as joint users of bill clearing houses and 
personal-credit rating agencies.

(e) Other information available from ordinary, public sources. 
(3) Purposes for which the personal information may be used

The Bank will use customers’ personal information for the 
following purposes in the following operations and shall not use 
it for any other purpose. Individual Numbers shall only be used 
within the scope established in laws and regulations. The 
purpose of use shall be specifically set forth so it is clear to the 
customer and efforts shall be made to limit the purpose of use 
according to the situation in which the information was 
obtained.
With the exception of situations where the customer consents, 
or where disclosure is required by laws or regulations, personal 
information shall not be disclosed to third parties.

A. Purposes for which personal information may be used (except 
for when it includes Individual Numbers)

(A) Nature of operations
(a) Deposit operations, draft operations, exchange operations, 

financing operations, foreign exchange operations, and 
operations incidental to these.

(b) Operations that can be carried out by shinkin banks based 
on laws and regulations such as public debt security and 
investment trust sales operations, insurance sales operations, 
financial instruments intermediary operations, trust 
operations, corporate bond operations, and operations 
incidental to these.

(c) Other operations that can be carried out by shinkin banks, 
and operations incidental to these (including operations 
whose handling will be approved in the future).

(B) Purpose of use
(a) To process applications for f inancial products, including 

opening a bank account.
(b) The customer may be asked to supply proof of identity 

based on legal requirements, or proof of qualification to use 
certain financial instruments and services.

(c) For daily management or ongoing processing of credit 
transactions, such as deposit taking and lending.

(d) To assess applications for or ongoing use of lending and 
other credit transactions.

(e) To assess the appropriateness of providing f inancial 
products and services, including judgments based on the 
Bank’s conformance principles. 

(f) To supply information to third parties for the strict purposes 
of executing appropriate banking operations, such as 
providing information to personal credit rating organizations 
of which the Bank is a member, for credit rating purposes.

(g) To ensure the appropriate processing of personal 
information, in whole or in part, when outside operators 
contract the Bank to process such personal information.

(h) To execute the Bank’s rights or duties with respect to the 
law or an agreement with the customer.

(i) To conduct market research, data analysis or surveys, as part 
of research or development regarding financial products.

(j) To inform the customer of financial products or services, as 
part of a direct-mail campaign or other marketing program.

(k) To inform customers of f inancial products or services 
provided by Bank partner companies.

(l) To cancel or terminate a transaction with a customer, or 
conduct the processing required after such cancellation or 
termination.

(m) For other purposes necessary for the smooth and 
appropriate execution of transactions with the customer.

(C)  Restrictions on scope of use
(a) In accordance with Article 110 of the Ordinance for 

Enforcement of the Shinkin Bank Act, information provided 
by personal-credit rating agencies on the ability of persons 

requesting loans to repay said loans shall be used for the 
sole purpose of appraising said ability, and shall not be used 
or divulged to third parties for any other reason.

(b) In accordance with Article 111 of the Ordinance for 
Enforcement of the Shinkin Bank Act, special confidential 
information such as information regarding race, religious 
belief, lineage, domicile of origin, insured health/medical 
record or criminal record, shall not be used or divulged to 
third parties for any other reason for any purpose other 
than as necessary to perform appropriate banking 
operations or as otherwise deemed necessary.

B. Purposes for which Individual Numbers may be used
(a) For the purpose of preparing and submitting legal 

documentation related to the payment of investment 
dividends.

(b) For the purpose of applying for and reporting opening of 
accounts related to financial product transactions.

(c) For the purpose of preparing and submitting legal 
documentation related to financial product transactions.

(d) For the purpose of preparing and submitting legal 
documentation related to gold bullion transactions.

(e) For the purpose of preparing and submitting legal 
documentation related to transactions such as international 
remittances.

(f) For the purpose of administrative work related to applying 
f inancial legal systems such as the tax-exempt savings 
system.

(g) For the purpose of preparing and submitting legal 
documentation related to financial legal systems such as the 
tax exemption system for educational and other funds.

(h) For the purpose of administrative work related to the 
numbering of savings accounts.

(4) Cancellation of direct marketing
The Bank may use customers’ personal information for the 
purpose of direct marketing, contacting the individual by mail or 
telephone to offer products and services. If the Bank receives 
from a customer a request to cancel such direct-marketing 
approaches, the Bank shall stop using said personal information 
for this purpose.

5. Notification of the purposes of use, disclosure, correction and 
suspension of use of personal information
(1) If a customer requests disclosure of the personal information 

the Bank holds regarding that same customer (including 
disclosure of records divulged to third parties), the Bank shall 
disclose said information upon verification of the customer’s 
identification unless specific reasons exist for refraining from 
doing so.

(2) If a customer requests that the personal information on that 
customer be corrected, added to, edited or deleted, or that the 
use of said personal information be suspended, because said 
personal information is incorrect in whole or in part, the Bank 
shall examine the personal information without delay and 
correct or suspend use of the personal information as required. 
If, as a result of said examination, the Bank decides not to 
correct the personal information, the Bank shall explain to the 
customer the reasons for said decision.

(3) If a customer requests that the personal information possessed 
by the Bank on that customer be deleted, or that the use of 
said personal information be suspended, as stipulated by laws 
and regulations, the Bank shall examine the personal 
information without delay and delete or suspend use of the 
personal information as required. If, as a result of the 
examination, the Bank decides not to delete or suspend use of 
the personal information, the Bank shall explain to the customer 
the reasons for said decision.

(4) Customers may request disclosure of the purposes of use of 
their personal information, disclosure of their personal 
information, and disclosure of records divulged to third parties 
by presenting identification and their personal seal at the 
consultation counter of a Bank branch as indicated in 8. below. 
A fee is payable for this service.

6. Secure management of personal information
The Bank will enact measures necessary for the appropriate 
management of customers’ personal information to prevent its 
leaking, loss, or damage.
Measures for secure management of personal information at the 
Bank are set forth in the Bank’s internal rules and other provisions, 
but the main content is as follows.
(1) To ensure proper handling of personal data, the Bank complies 

with relevant laws, regulations, and guidelines, and accepts 
questions, consultations, and complaints relating to handling of 
personal data at the consultation counter indicated in 8. below.

(2) Handling methods, responsible persons, handlers, and the 
associated duties are established for each stage, such as 
acquisition, use, storage, transport, deletion, and disposal.

(3) The Bank establishes a person responsible for handling personal 
data, and clarifies the employees who handle personal data, and 
the scope of personal data handled by said employees. A 
system is in place for reporting violations, or risk of violations, of 
laws, regulations, etc., or internal rules, etc. The Bank periodically 
carries out self-inspection regarding the handling of personal 
data, and auditing is done by the Internal Audit Department.

(4) Employees are given periodic training on precautions for 
handling of personal data.

(5) In zones where personal data is handled, the Bank establishes 
employee access control and limitations on equipment brought 
in, and measures are taken to prevent viewing of personal data 
by persons without authority. Measures are also taken to 
prevent theft or loss of equipment handling personal data, 
related electronic media, or documents, and steps are taken to 
ensure personal data is not easily readable from the said 
equipment or electronic media, etc.

(6) Handlers and the scope of handled personal information 
databases and the like are limited through access control. The 
Bank has also adopted a framework for protecting information 
systems handling personal data against unauthorized access or 
malicious software from the outside.

•Links
The Bank’s website has links to external sites. The websites linked 
to are not operated by the Bank, and thus the responsibility for 
protecting personal information of the customer lies with the 
operator of the linked site.
•Cookies
The Bank’s website uses cookies, but not to gather data on the site 
usage trends of individuals.
[What is a cookie?]
A cookie is a technology which stores certain information in the 
web browser of the customer’s PC or other device when the 
customer accesses the Bank’s website, and this makes it easier for 
the customer to use our website again. Only the website which 
sets a cookie can read it. Cookies are enabled only when a 
customer is connected to the website, and they do not contain any 
personal identifying information such as the customer’s name or 
email address.
7. Outsourcing
The Bank may outsource the handling of personal information in 
cases such as those detailed below. Where we do, we will supervise 
the outside contractor as appropriate to ensure the secure 
management of customer or other personal information.

• Tasks related to the issuance or shipping of cash cards
• Tasks related to the operation or maintenance of information 

systems
• Tasks related to direct marketing
• Tasks related to direct debit data transfers
8. Providing personal information to third parties
The Bank receives permission from customers before providing 
their personal information to a third party. In such cases, the Bank 
provides the customer with advance notice of data such as who 
the third party is, the purpose of their use of the information, and 
what personal information will be provided. As a rule, the Bank 
requests written permission (including by electronic means). 

Should the third party be located outside Japan, in addition to 
the stipulations above, depending on set laws or regulations, the 
Bank would also provide customers with the following information 
in advance: 
(1) the name of the country in which the third party is located, 
(2) information about systems in the relevant country concerning 

protections for personal information, 

(3) measures the third party has in place to protect personal 
information, and other relevant information. 

*When the Bank goes to request permission, if it cannot pinpoint 
the country the third party is located in, it will inform the 
customer of that fact as well as the specific reasons why. Equally, if 
the Bank is unable to ascertain the measures the third party has in 
place to protect personal information, it will tell the customer that, 
and the reasons why. In such cases, if the Bank is later able to 
pinpoint the country where the third party is located, it can 
provide information on (1) and (2) above to customers upon 
request. Likewise, if the Bank is later able to provide information 
on measures the third party has in place to protect personal 
information, it can provide information on (3) above to customers 
upon request. If you do require such information in such a case, 
please contact the Bank and it will be provided (except in cases 
where doing so would have a serious adverse effect on the Bank’s 
proper operations).  


