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Basic Policy for Building Internal Control Systems (Overview)
(1) Provide a system to ensure that all directors and personnel of the 

Bank execute all duties of the Bank in accordance with the law and 
the articles of incorporation of the Bank. 
• Position compliance with laws and regulations as the top-priority 

policy for Bank management, and establish a Compliance Code 
of Conduct to be followed by all directors and employees, and a 
Compliance Program as a concrete, implementation plan.

• Establish a Compliance Committee, review and discuss 
important matters for management relating to compliance 
with laws and regulations, and evaluate the compliance 

implementation situation. 
• To facilitate early discovery and rectification of any wrongdoing, 

establish Whistleblower Protection Management Rules clearly 
setting for th matters such as the system for directors and 
employees to report on conduct violating laws and regulations, 
and establish a liaison for consultation and reporting. 

• Resolutely block criminal organizations which threaten social 
order and safety. 

• The Internal Audit Department shall examine and evaluate the 
propriety and effectiveness of the compliance framework, and shall 
report the results to the President, board of directors, and auditors.  

Building Internal Controls

Privacy Policy
At the Osaka City Shinkin Bank, the trust of our customers is our first 
priority. Therefore, we manage our customers’ personal information 
with the most rigorous care and a strict commitment to privacy. 

We take every precaution to ensure that the personal information 
we maintain is kept accurate and held in the strictest confidence.
1. Personal information
“Personal information” in this privacy policy refers to any information 
that can be used to identify a specific individual, such as name, address, 
date of birth or telephone number.

2. Compliance
The Bank strictly complies with the Act on the Protection of Personal 
Information (Act No. 57 of May 30, 2003), the Act on the Use of 
Numbers to Identify a Specific Individual in the Administrative 
Procedure (Act No. 27 of May 31, 2013), Guidelines for the Protection 
of Personal Information in the Financial Sector and other related laws 
and regulations pertaining to the protection of personal information. 
The Bank is also committed to the constant improvement of its 
privacy policy, to better protect its customers’ personal information.

(2) Provide a system to store and manage information with respect to 
the execution of the duties of each director of the Bank.
• Information with respect to the execution of the duties of each 

director of the Bank shall be properly stored and managed based 
on in-house rules prescribing procedures such as document 
filing/storage (including electromagnetic records), storage periods, 
and disposal rules. 

(3) Provide rules and other systems for risk management against 
losses by the Bank.
• The board of directors shall position risk management as the 

top-priority issue for management, develop a system for 
accurately ascertaining risks and carrying out proper 
management/operations, and strive to improve the soundness of 
assets and stability of earnings. 

• Establish an ALM Committee, Operational Risk Management 
Committee, and other groups as organizations for 
cross-departmental discussion and decision-making relating to 
various risks, and discuss and evaluate important matters relating 
to risk. 

• To minimize the damage and impact in an emergency situation, 
such as a large-scale natural disaster or a major system failure, 
establish an Emergency Response Manual (Contingency Plan), and 
put in place a crisis management system during ordinary times. 

(4) Provide a system to ensure that each director of the Bank 
executes their duties efficiently. 
• The board of directors shall decide important matters relating to 

management of the Bank and execution of duties, and shall 
supervise proper and efficient execution of duties by directors. 

• The board of directors shall establish rules on matters such as 
management organization, office organization, division of duties, 
and responsibilities/authority, clarify the chain of command of the 
Bank, establish a system for taking responsibility, and efficiently 
carry out duties.  

(5) Provide a system to ensure propriety of the following systems and 
other operations in the Bank group. 

1. Provide a system to ensure that all directors and employees of 
subsidiaries of the Bank execute all duties of the Bank in accordance 
with the law and the articles of incorporation of the Bank. 

2. Provide a system for reporting matters relating to the execution of 
duties by directors of the Bank’s subsidiaries. 

3. Provide a system for risk management against losses by subsidiaries 
of the Bank. 

4. Provide a system to ensure that all directors of subsidiaries of the 
Bank execute their duties efficiently. 
• The Compliance Code of Conduct established by the Bank shall 

be the basis for the approach to compliance of the Bank’s entire 
group, and shall be made known to all directors and employees 
of subsidiaries of the Bank. 

• The Bank shall receive from subsidiaries reports on cer tain 
matters relating to the execution of duties prescribed by 
in-house rules. 

• Auditors and the Internal Audit Depar tment shall audit the 
compliance and risk management situation at subsidiaries, within 
the scope that does not contravene laws and regulations, and 
shall verify the effectiveness and propriety of work. 

• The supervising department for work at subsidiaries shall be the 
General Affairs Department, and the director in charge of the 
General Affairs Department shall provide overall management, 
while striving for information sharing and collaboration within the 
scope that does not contravene laws and regulations.

(6) Establish provisions regarding personnel when requested to be 
assigned to assist auditors of the Bank in performing their duties, 
and provisions to ensure the independence from directors’ 
influence of said personnel and the effectiveness of auditors’ 
instructions with respect to said personnel. 
• To ensure the effectiveness of auditing work, auditors can 

request assignment of assisting employees. Also, independence 
from directors shall be ensured for employees assisting auditors 
in performing their duties. 

• Employees assisting auditors in performing their duties shall 
follow the instructions of auditors relating to their work, and shall 
not receive instructions from directors.  

(7) Provide a system by which directors and personnel of the Bank 
and directors and employees of subsidiaries, or persons who have 
received reports from said persons, can report to auditors, and 
other systems for reporting to auditors. 
• Directors and employees of the Bank and subsidiaries shall be 

able to report directly to auditors if a matter has been 
recognized to have a major impact on management, and the 
Internal Audit Department shall promptly report the results of 
internal auditing to auditors. 

(8) Provide a system to ensure that persons who make repor ts 
described in the previous item are not subject to unfair treatment 
as a result of making such a report. 
• If a person has made such a report and for that reason been 

treated unfairly, there shall be strict punishment in accordance 
with in-house rules.

(9) Establish provisions for policies regarding procedures for 
prepayment or reimbursement of costs that arise due to the 
execution of duties by auditors of the Bank, and for handling other 
costs or f inancial obligations that arise due to the execution of 
other pertinent work. 
• If auditors make a request for prepayment or reimbursement of 

auditing expenses, the costs or financial obligations shall be handled 
promptly, unless the costs or f inancial obligations involved in the 
request are deemed to be unnecessary for execution of the duties. 

(10) Provide a system to otherwise ensure the effectiveness of 
auditors of the Bank performing an audit. 
• Auditors shall attend the board of directors and other important 

meetings, and shall conduct a proper and effective audit through 
collaboration with directors, accounting auditors, the Internal 
Audit Department, and other relevant personnel. 

3. Privacy policy
The Bank shall handle customers’ personal information in accordance 
with the following guidelines. 
(1) Customers’ personal information shall only be used for the 

purposes stated in (3) of 4. below, and shall never be used for any 
other purpose. Individual Numbers (My Number) shall only be 
used within the scope established by laws and regulations. The 
Bank shall specifically set forth the purpose of use so it is clear to 
the customer and strive to limit the purpose of use according to 
the situation in which the information was obtained.

(2) Unless required by law, customers’ personal information shall not 
be divulged to any third party without the express prior 
permission of the customer.

(3) The Bank shall take appropriate measures to ensure that its 
customers’ personal information is accurate and up-to-date at all 
times, and shall take appropriate security measures to prevent loss, 
destruction, tampering, leaking and illegal access.

(4) The Bank shall establish appropriate internal control systems for 
the safe management of personal information, and conduct 
necessary and appropriate monitoring of its personnel. 

(5) The Bank contracts handling of personal data to other parties. In 
the event that management of personal information is entrusted 
to an outside contractor, the Bank shall conduct appropriate 
monitoring of the contractor to ensure that customers’ 
information is safely managed.

(6) The Bank shall respond in good faith to customers’ complaints and 
disclosure requests.

4. Collection and use of personal information
To ensure the smooth and appropriate execution of transactions 
with customers, the Bank collects, stores, and utilizes personal 
information in an appropriate manner in order to verify an 
individual’s identity in the course of a transaction, to sell financial 
products and to accept orders for various services, and to conduct 
credit checks and perform appropriate management after credit 
checks are completed. Prior to collecting such personal data, the 
Bank shall clearly explain to the customer the purpose for which 
the customer’s personal information is to be used. 
(1) Main personal information collected

(a) The main personal information the Bank shall collect from 
customers consists of name, address, date of birth, sex, 
telephone number (including work telephone number) and 
place of work (or occupation).

(b) When customers apply for or request financial services, the 
Bank may request other information in addition to that 
listed in (a) above. Such information may include number of 
dependents if any, family composition, assets, annual income, 
number of years of service at present employer (or number 
of years in current business), status of outstanding loans at 
other financial institutions and the debtor’s relationship with 
the guarantor.

(c) When customers order mutual funds or other financial 
products, the Bank may collect other information in addition 
to the above, including investment knowledge and 
experience, assets and annual income.

(2) Method of collection of information
Customers’ personal information shall be collected by the 
following methods.
(a) The customer may be requested to supply the information 

on the various application forms and agreement forms 
required for services such as opening of new savings 
accounts.

(b) The customer may be asked to supply information verbally 
or in writing, to a Bank teller or liaison clerk.

(c) The customer may be asked to enter the information on 
the Bank’s website, when requesting a product, service, 

information or advice.
(d) The customer may be asked to supply information from 

third parties, such as joint users of bill clearing houses and 
personal-credit rating agencies.

(e) Other information available from ordinary, public sources. 
(3) Purposes for which the personal information may be used

The Bank will use customers’ personal information for the 
following purposes and shall not use it for any other purpose. 
Individual Numbers shall only be used within the scope 
established in laws and regulations. The purpose of use shall be 
specifically set forth so it is clear to the customer and efforts 
shall be made to limit the purpose of use according to the 
situation in which the information was obtained.
With the exception of situations where the customer consents, 
or where disclosure is required by laws or regulations, personal 
information shall not be disclosed to third parties.

A. Personal information (except for when it includes Individual 
Numbers)

(A) Purpose of use
(a) To process applications for f inancial products, including 

opening a bank account.
(b) The customer may be asked to supply proof of identity 

based on legal requirements, or proof of qualification to use 
certain financial instruments and services.

(c) For daily management or ongoing processing of credit 
transactions, such as deposit taking and lending.

(d) To assess applications for or ongoing use of lending and 
other credit transactions.

(e) To assess the appropriateness of providing f inancial 
products and services, including judgments based on the 
Bank’s conformance principles. 

(f) To supply information to third parties for the strict purposes 
of executing appropriate banking operations, such as 
providing information to personal credit rating organizations 
of which the Bank is a member, for credit rating purposes.

(g) To ensure the appropriate processing of personal 
information, in whole or in part, when outside operators 
contract the Bank to process such personal information.

(h) To execute the Bank’s rights or duties with respect to the 
law or an agreement with the customer.

(i) To conduct market research, data analysis or surveys, as part 
of research or development regarding financial products.

(j) To inform the customer of financial products or services, as 
part of a direct-mail campaign or other marketing program.

(k) To inform customers of f inancial products or services 
provided by Bank partner companies.

(l) To cancel a transaction or conduct the processing required 
after such.

(m) For other purposes necessary for the smooth and 
appropriate execution of transactions with the customer.

(B)  Restrictions on scope of use
(a) In accordance with Article 110 of the Ordinance for 

Enforcement of the Shinkin Bank Act, information provided 
by personal-credit rating agencies on the ability of persons 
requesting loans to repay said loans shall be used for the 
sole purpose of appraising said ability, and shall not be used 
or divulged to third parties for any other reason.

(b) In accordance with Article 111 of the Ordinance for 
Enforcement of the Shinkin Bank Act, special confidential 
information such as information regarding race, religious 
belief, lineage, domicile of origin, insured health/medical 
record or criminal record, shall not be used or divulged to 
third parties for any other reason for any purpose other 
than as necessary to perform appropriate banking 
operations or as otherwise deemed necessary.

B. Individual Numbers
(A)  Purposes of use

(a) For the purpose of preparing and submitting legal 
documentation related to the payment of investment 
dividends.

(b) For the purpose of applying for and reporting opening of 
accounts related to financial product transactions.

(c) For the purpose of preparing and submitting legal 
documentation related to financial product transactions.

(d) For the purpose of preparing and submitting legal 
documentation related to gold bullion transactions.

(e) For the purpose of preparing and submitting legal 
documentation related to transactions such as international 
remittances.

(f) For the purpose of administrative work related to applying 
f inancial legal systems such as the tax-exempt savings 
system.

(g) For the purpose of preparing and submitting legal 
documentation related to financial legal systems such as the 
tax exemption system for educational and other funds.

(h) For the purpose of administrative work related to the 
numbering of savings accounts.

(4) Cancellation of direct marketing
The Bank may use customers’ personal information for the 
purpose of direct marketing, contacting the individual by mail or 
telephone to offer products and services. If the Bank receives 
from a customer a request to cancel such direct-marketing 
approaches, the Bank shall stop using said personal information 
for this purpose.

5. Disclosure, correction and suspension of use of personal 
information
(1) If a customer requests disclosure of the personal information 

the Bank holds regarding that same customer, the Bank shall 
disclose said information upon verification of the customer’s 
identification unless specific reasons exist for refraining from 
doing so.

(2) If a customer requests that the personal information on that 
customer be corrected, added to, edited or deleted, or that the 
use of said personal information be suspended, because said 
personal information is incorrect in whole or in part, the Bank 
shall examine the personal information without delay and 
correct or suspend use of the personal information as required. 
If, as a result of said examination, the Bank decides not to 
correct the personal information, the Bank shall explain to the 
customer the reasons for said decision.

(3) Customers may request disclosure of their personal information 
by presenting identification and their personal seal at the 
consultation counter of a Bank branch. A fee is payable for this 
service.

6. Secure management of personal information
The Bank will enact measures necessary for the appropriate 
management of customers’ personal information to prevent its 
leaking, loss, or damage.
•Links
The Bank’s website has links to external sites. The websites linked 
to are not operated by the Bank, and thus the responsibility for 

protecting personal information of the customer lies with the 
operator of the linked site.
•Cookies
The Bank’s website uses cookies, but not to gather data on the site 
usage trends of individuals.
[What is a cookie?]
A cookie is a technology which stores certain information in the 
web browser of the customer’s PC or other device when the 
customer accesses the Bank’s website, and this makes it easier for 
the customer to use our website again. Only the website which 
sets a cookie can read it. Cookies are enabled only when a 
customer is connected to the website, and they do not contain any 
personal identifying information such as the customer’s name or 
email address.
7. Outsourcing
The Bank may outsource the handling of personal information in 
cases such as those detailed below. Where we do, we will supervise 
the outside contractor as appropriate to ensure the secure 
management of customer or other personal information.
• Tasks related to the issuance or shipping of cash cards
• Tasks related to the operation or maintenance of information 

systems
• Tasks related to direct marketing
• Tasks related to direct debit data transfers
8. Providing personal information to third parties
The Bank receives permission from customers before providing 
their personal information to a third party. In such cases, the Bank 
provides the customer with advance notice of data such as who 
the third party is, the purpose of their use of the information, and 
what personal information will be provided. As a rule, the Bank 
requests written permission (including by electronic means). 

Should the third party be located outside Japan, in addition to 
the stipulations above, depending on set laws or regulations, the 
Bank would also provide customers with the following information 
in advance: 
(1) the name of the country in which the third party is located, 
(2) information about systems in the relevant country concerning 

protections for personal information, 
(3) measures the third party has in place to protect personal 

information, and other relevant information. 
*When the Bank goes to request permission, if it cannot pinpoint 
the country the third party is located in, it will inform the 
customer of that fact as well as the specific reasons why. Equally, if 
the Bank is unable to ascertain the measures the third party has in 
place to protect personal information, it will tell the customer that, 
and the reasons why. In such cases, if the Bank is later able to 
pinpoint the country where the third party is located, it can 
provide information on (1) and (2) above to customers upon 
request. Likewise, if the Bank is later able to provide information 
on measures the third party has in place to protect personal 
information, it can provide information on (3) above to customers 
upon request. If you do require such information in such a case, 
please contact the Bank and it will be provided (except in cases 
where doing so would have a serious adverse effect on the Bank’s 
proper operations).  

As it works to prevent money laundering, terrorism financing, and 
proliferation financing, the Osaka City Shinkin Bank complies with 
relevant laws and regulations—including national and international 
economic sanctions—and to ensure the appropriateness of its 
dealings, it has set out the following basic policies and has put in 
place management systems. 

1. Operational policy

The Bank has positioned AML/CFT/CPF measures among its 
most important management issues. With respect to the threat of 
money laundering, terrorism financing, and proliferation financing, 
it has constructed management systems that allow it to respond 
appropriately as an organization. 

Specif ically, management is leading various initiatives related 
to putting in place AML/CFT/CPF measures; coming up with and 
promoting policies, procedures, and plans; and enacting efforts to 
identify, evaluate, and mitigate risks.  

2. Management systems

The Bank has appointed a director in charge of AML/CFT/CPF 
measures to take responsibility for this area, and established the 
AML/CFT/CPF Management Control Department. As well as 
allocating specialist personnel and necessary funding, the Bank is 
appropriately allocating resources and creating mechanisms to 
facilitate cooperation in this area between executives and other 
employees.

For AML/CFT/CPF measures at relevant subsidiaries, the Bank 
manages and promotes measures on a groupwide basis, and works 
to establish integrated systems and share information through the 
group.

3. Risk-based approach

Based on a risk-based approach, and taking into account factors such 
as the government’s risk assessments (“National Risk Assessment 
of Money Laundering and Terrorist Financing” and “National Risk 
Assessment of Proliferation Financing in Japan”) and the Bank’s 
reports about suspicious transactions, it works to identify the 
money laundering, terrorism financing, and proliferation financing 
risks it faces. 

Moreover, in accordance with the business environment, 
management strategies, and risk characteristics that have been 
identif ied, the Bank will take into account factors such as the 
transaction amount, and the likelihood and impact of such a risk to 
evaluate its severity, and then implement measures to mitigate that 
risk.

4. Customer management policy

When new transactions start, or continuously after transactions 
have started depending on the customer information or transaction 
details, the Bank carries out checks or similar to verify identity and 
the purpose of transactions.

Moreover, in cases where checks of information relating to the 
customer or transaction details are found to be necessary, the Bank 
conducts additional checks and surveys at appropriate times.

For these checks and surveys, where necessary the Bank requests 
that the customer submit additional proof. 

5. Reporting suspicious transactions

In the following cases, the Bank carries out an investigation and if 
it determines that the transaction is indeed suspicious, it quickly 
notifies the relevant organization: report from a sales branch, alert 
from the transaction monitoring system, query from an investigative 
agency or similar, or notification from a customer. 

6. Sanctions and asset-freezing measures

The Bank responds appropriately to national and international 
economic sanctions and strongly opposes effor ts to avoid or 
circumvent such measures. If the transaction filtering system or 
similar detects a transaction involving a sanctioned individual, that 
transaction is declined and asset-freezing measures are appropriately 
implemented. 

7. Correspondent management

The Bank has systems in place to check and investigate money 
laundering, terrorism f inancing, and proliferation f inancing risk 
management systems at correspondent arrangement signees. 
Where a correspondent is determined to be using a shell bank, 
or where the correspondent has allowed their account to be 
used by a shell bank, the Bank will cancel any contracts with said 
correspondent. 

8. Executive and employee training

The Bank conducts continuous training for all executives and other 
employees on the subject of AML/CFT/CPF measures, and aims 
to improve their knowledge and awareness of this topic. Also, it 
works to secure and train executives and other employees who are 
specialists, depending on their individual roles.

9. Studies into effectiveness

For risk management related to money laundering, terrorism 
financing, and proliferation financing, as well as investigations by the 
control department, the independent Internal Audit Department 
also periodically conducts audits, and the Bank works on continuous 
improvements, taking into account the results.

10. Promotion of greater understanding among customers

The Bank utilizes its website or notice boards at its sales branches 
to gain the understanding of customers about the identity checks 
or transaction purpose checks it conducts when new transactions 
start, or continuously after transactions have started, as well as 
additional checks and investigations.
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